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Digital Signatures with Transceiver

Signatures and certificates

Transceiver offers a solution for creating digital signatures on any file, not limited to Word, Excel or PDF.
The digital signatures are not stored in the file itself, but in a separate file. E.g.: if you have a file
“Contract.pdf”, the signatures are stored in “Contract.pdf.t-sig”.

This T-Sig file is based on the XAdES 1.4.1" standard. To create a signature, you need an X.509 v3
certificate that supports non-repudiation (like the Belgian elD card?). Optionally, the signatures can also
be timestamped by a trusted timestamping authority following the RFC 3161° standard.

Transceiver products that support digital signatures

¢ Transceiver Communicator

An interactive Windows application to securely transmit and receive files.
¢ Transceiver Automator

A workflow-driven Windows service to automate the handling of incoming and outgoing files.
e Transceiver Q-Sign

An interactive Windows application to create and verify digital signatures.

(not publically available yet)

! XAdES 1.4.1: http://uri.etsi.org/01903/v1.4.1/ts_101903v010401p.pdf
2 Belgian elD: http://eid.belgium.be/
* RFC 3161: http://tools.ietf.org/html/rfc3161
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Creating a digital signature interactively

Select a certificate to sign with:

Transceiver (-Sign x

Select a certificate to create a digital signature

| Issued to Issued by | Expiration date |
@ tommy.carlier tommy.carlier 22/04/2106
Iil Class 3 Public Primary Certification Authority Class 3 Public Primary Certification Authority 2/08/2028
@ Wehblications Weblications 31/12/2036

] View Certificate... |L-—W &leﬂ_j @ cancel

Optionally, timestamp the signature:

Timestamps for pc-tommy - 7/01/2010 14:58:02 x
o Add J{ Remove |5l Certificate 1/1
|5;|ner | Date signed
@ Aloaha RFC 3161 TimeStamper 7/01/2010 14:58
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Verifying a signature

Check the signature status:

TP Data.ctf - Transceiver Q-Sign Weblications - B8 X

| Data.ctf Qe -

CTF

25,09 KB (25693 bytes) — Last modified: 1,/03,/2007 9:34
Locatiom: Chdata

«% Digital Signatures

o Add 3 Remove |[5]Certificate (1) Timestamps (1) 1/1
Signer Date signed tus

i-h Click here to view the disclaimer — Copyright & 1989-2009 Weblications

Optionally, check the certificate:

[v=ly L

e Bx

25693 bytes) - Last md| | General | Details || Certification Path |
Chdata

£ \| =
=1 Certificate Information

| 5] Certificate

This certificate is intended for the following purpose(s):

+All issuance policies
+ Al application policies

. J

Issued to: pc-tommy

Issued by: pc-tommy

w the disclaimer — Copyr

Valid from 4/07/2007 to 1/01/2040
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Creating a digital signature automatically using Transceiver Automator

With Transceiver Automator you can create workflows to automatically create digital signatures and
trusted timestamps for files that are received from e-mail, FTP, Transceiver, the Web or your local file
system. After processing the file, it can be stored locally or on an FTP-server, transmitted via e-mail or
Transceiver, or processed by an external application.

Input Devices File Converters  Qutput Devices
) E-mail ¥ CTF-to-HTML Converter ) E-mail
ﬁ Folder ?'_éj CTF-to-¥ML Converter i BExternal application
& FTP J=J‘ File Logger (®) Finish
I@- Receiver =€ Junction [51 Folder
[ SQL server 4¥ %508 Signature Analyzer & FTP
I@ Web at X509 Signature Timestamper I@- Transmitter
% 4 X509 Signer
@ ¥ML Schema Validator
I_L;'_IJ ¥5L Transformer

Here's an example of a workflow that gets files from a folder, adds a digital signature, adds a timestamp
and stores the file (with signature) in a different folder:

Source | Destination
[T Input Folder ‘ﬁ'ﬂ ~Sign
Folder X509 Signer
c:\dataltestiin
*ﬂ ~Sign o ~Timestamp
¥509 Signer X509 Signature Timestamper
http://tsa.aloaha.com/ (signatures: Last)
afe ~Timestamp [} Output Folder
¥509 Signature Timestamper Faolder
http:/ftsa.aloaha.com/ (signatures: Last) c:\data‘test\out\{SubFolder}

After dropping the file Data.ctf in the input folder, the file and signatures appear in the output folder:
CTF Data (Compact Table Format)

= Data.ctf
CTF Data (Compact Table Far...
cTF] 26 FE

Transceiver Signatures

Data.ctf.t-sig
Transceiver Signatures
7kB
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Transceiver Automator provides an API (in .NET 2.0) that enables you to write your own input devices

(plug-ins that receive files), output devices (plug-ins that transmit files) or file converters (plug-ins that

convert files).

« 3 Weblications, Transceiver. Automator, Extensibility
= W% Weblications. Transceiver. Automator . Extensibilit
g References
i -
= {} Weblications. Transceiver. Automator.Extens
%% AutomatorPluginsAtiribute
“t CertificateReference
%3 Convertstring
i FileConverter
“t% FileFilter
%% FileFilterException
“t¢ FileProperties
=0 [AutomatorFile
=0 TAutomatorFileQutput
=0 IFilePropertyCollection
=0 IFileSignature
=0 IFileSignatureCollection
=0 IFileSignatureTimeStamp
=0 IFileSignatureTimeStampCollection
=0 ILog
*%3 InputDevice
“t% InvalidParameterException
=0 IPluginData
=2 [RuntimeInstance
w3 TTackSrhadiler

Y Y Y B N B B
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public abstract class FileConverter : Plugin

Fields
private int fFileConverterPK;
private InputDevice fInputDevice;
private readonly object fLockUpdates;
private string fName;
private OutputDevice fOutputDevice;

" Methods
protected FileConverter();
internal override string GetNameToLogStar
internal void Initialize(InputDewice inpu
internal void Process(IAutomatorFileOutpu
protected abstract wvoid ProcessCore(IAuto
internal wvoid Update(string name, Paramet

" Properties
internal int FileConverterPK { get; set;
internal InputDevice InputDevice { get; }
public string Mame { get; internal set; }
internal OutputDevice OutputDevice { get;
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